10  Hardware/Operating Systems

10.1 Hardware

The hardware requirements cover all three tiers of functionality:  low level, central nodes and client nodes.  

	No.
	Requirement
	Source
	Priority

	CXR-HWOS-100
	Commercially available hardware based on open standards (commodity hardware) shall be used whenever possible.
	DF, JS

12/07
	Desired


10.1.1 Hardware requirements for low level

Hardware requirements for the low level are covered in Section 3.

10.1.2 Hardware requirements for central nodes

The central node hardware should be chosen to minimize the operational impact of hardware failure.  

	No.
	Requirement
	Source
	Priority

	CXR-HWOS-200
	Central nodes shall use hardware that is rack mountable.
	DF, JS

12/07
	Expected

	CXR-HWOS-210
	Central nodes shall support full-duplex gigabit Ethernet over copper at a minimum.
	DF, JS

12/07
	Expected

	CXR-HWOS-220
	Central nodes shall undergo a burn-in process to minimize infant mortality failures.
	DF, JS

12/07
	Desired

	CXR-HWOS-230
	Central nodes shall be installed in a computer room with controlled access, sufficient power (both conventional and protected), and environmental controls.
	DF, JS

12/07
	Expected

	CXR-HWOS-240
	Central nodes shall have a hardware support call list.
	DF, JS

1/08
	Expected

	CXR-HWOS-250
	Central nodes shall have a hardware support contract or adequate spares and a failover plan.
	DF, JS

12/07
	Critical

	CXR-HWOS-260
	Central data storage and databases shall use hot swappable, redundant and scalable disk arrays.
	DF, JS

12/07
	Expected

	CXR-HWOS-270
	Critical central nodes shall have redundant power supplies.
	DF, JS

12/07
	Expected

	CXR-HWOS-280
	A backup system shall be provided for use by central nodes.
	DF, JS

12/07
	Critical


10.1.3  Hardware requirements for the client nodes

Client node hardware is the hardware executing only high-level applications and is determined by the user.  If a client node is unable to execute high-level applications, they will be able to run the application from a central node [CXR-AI-1.030].  Control rooms contain client nodes with expanded display capabilities.

	No.
	Requirement
	Source
	Priority

	CXR-HWOS-300
	Control room client nodes shall be capable of running multiple screen displays.
	DF, JS

12/07
	Expected


10.2  
Operating Systems

Operating system requirements cover for all three tiers of functionality:  low level, central nodes and client nodes.  

10.2.1  Operating Systems for low level

	No.
	Requirement
	Source
	Priority

	CXR-HWOS-400
	The operating systems shall comply with the Fermilab Strong Authentication Policy.
	DF, JS

12/07
	Desired

	CXR-HWOS-410
	As described by the Fermilab Policy on Computing, the operating systems shall be reasonably recent and supported versions for which a Fermilab security configuration baseline exists.
	DF, JS

12/07
	Desired

	CXR-HWOS-420
	The operating systems shall support remote monitoring of system information.
	DF, JS

1/08
	Desired

	CXR-HWOS-430
	The operating systems shall support portable APIs such as pthreads.
	DF, JS

1/08
	Desired


10.2.2  Operating Systems for central nodes

	No.
	Requirement
	Source
	Priority

	CXR-HWOS-500
	The operating systems shall comply with the Fermilab Strong Authentication Policy.
	DF, JS

12/07
	Expected

	CXR-HWOS-510
	As described by the Fermilab Policy on Computing, the operating systems shall be reasonably recent and supported versions for which a Fermilab security configuration baseline exists.
	DF, JS

12/07
	Expected

	CXR-HWOS-520
	The operating systems shall support remote monitoring of system information.
	DF, JS

1/08
	Desired

	CXR-HWOS-530
	The operating systems shall support portable APIs such as pthreads.
	DF, JS

1/08
	Desired

	CXR-HWOS-540
	Automated operating system installation tools such as Kickstart shall be used.
	DF, JS

1/08
	Desired

	CXR-HWOS-550
	Scientific Linux Fermi shall be the preferred Linux operating system.
	DF, JS

12/07
	Desired


10.2.3  Operating Systems for client nodes

	No.
	Requirement
	Source
	Priority

	CXR-HWOS-600
	The operating systems shall comply with the Fermilab Strong Authentication Policy.
	DF, JS

12/07
	Expected

	CXR-HWOS-610
	As described by the Fermilab Policy on Computing, the operating systems shall be reasonably recent and supported versions for which a Fermilab security configuration baseline exists.
	DF, JS

12/07
	Expected

	CXR-HWOS-620
	Scientific Linux Fermi shall be the preferred Linux operating system.
	DF, JS

12/07
	Desired


